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Abstract
This article examines the necessary conceptual shift in the Israeli 
Air Force’s (IAF) role in land border defense, based on lessons 
learned from the October 7, 2023, Hamas attack. The study analyzes 
how these events exposed significant gaps in air power’s role 
when confronting extensive ground incursions through a mixed-
methods approach combining comparative case study analysis with 
doctrinal examination. The research reveals that existing doctrine, 
based on separation between defensive and offensive missions 
and over-reliance on intelligence and static defense mechanisms, 
proved inadequate against sudden, multi-front threats (Lupovici, 
2024). The findings indicate a critical need to transition from 
viewing the Air Force as a supporting element to a leading force 
providing comprehensive border defense responses, particularly in 
scenarios involving coordinated mass infiltrations into populated 
border areas (Finkel, 2024). The study proposes a new framework 
integrating real-time situational awareness, rapid lethal response 
capabilities, and enhanced air-ground operational coordination 
specifically for large-scale coordinated attacks. The conclusions 
emphasize the importance of a paradigm shift from reactive to 
proactive, comprehensive air-centric border defense doctrine that 
distinguishes between routine security operations and responses 
to coordinated military-style assaults.
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Introduction
The October 7, 2023, Hamas attack marked a watershed moment in understanding 
Israel’s border defense challenges, particularly air power’s role in responding to 
large-scale, coordinated ground infiltrations. The coordinated assault involved 
approximately 3,000 terrorists infiltrating through multiple breach points along 
the Gaza Strip border using diverse means, including motorized paragliders, 
motorcycles, and explosive devices (Lupovici, 2024). Differing from routine 
security threats, this attack represents what military analysts characterize as a 
hybrid warfare operation combining conventional military tactics with irregular 
methods to achieve strategic surprise (Dostri, 2023).

Border defense operational concepts are based on threat type and context. 
Conventional military defense employs defensive arrays with depth, minefields, 
and prepared positions to channel and delay attacking forces (Rodman, 2001). 
Routine security defense against terrorist infiltrations relies on fences, observation 
posts, and rapid response teams optimized for detecting and neutralizing small 
groups or individuals (Andreas, 2009). The October 7 attack represents a third 
category: coordinated mass infiltration combining elements of both conventional 
military assault and terrorist tactics, creating unprecedented challenges for 
existing defensive concepts.

Military literature documents evolution of air power doctrine (Olsen, 2010; 
Lambeth, 2000), with contemporary analyses highlighting that current air 
doctrine proved inadequate for addressing the hybrid nature of the October 7 
assault (Lupovici, 2024). The primary failure was not technological inadequacy 
but a gap in understanding air power’s role when routine security measures are 
overwhelmed by coordinated military-style attacks targeting civilian border 
communities (Arad, 2025; Horev, 2024).

The IAF’s initial response revealed structural and conceptual limitations, 
resulting in critical delays (Shmuely, 2025; Shimony, 2025). According to 
published reports, only limited fighter aircraft were on alert when the attack 
began, delaying an effective aerial response (Shimon, 2025; Dostri, 2023; 
Selijan, 2024). Command structure constraints prevented rapid autonomous 
response, necessitating significant organizational changes. Similar challenges 
in rapid air response have been documented elsewhere (Vick et al., 2001), with 
the IAF’s delayed response at the beginning of the October 7 war exemplifying 
air response protocols ineffectively applied in real time.

Traditional IAF operational doctrine distinguished between warfare support 
roles and routine security assistance missions. For conventional threats, the 
IAF maintained “blocking” plans using attack helicopters to stop tanks and 
heavy bombs to block roads under high alert conditions. For routine Gaza 
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border security, the IAF provided UAV patrols, attack helicopters, and minimal 
fighter aircraft, all operating without air superiority concerns (Finkel, 2024; 
Heller, 2024).

The October 7 attack exposed critical gaps when coordinated mass infiltration 
overwhelmed security measures while not triggering full defensive array activation. 
Settlements located directly on border lines created additional complexities, as 
civilian population protection constrained military responses and complicated 
air power employment (Regev, 2025).

The IAF’s initial response revealed structural and conceptual limitations, 
particularly regarding engagement authorities and procedures for employing 
lethal force against infiltrators (Shmuely, 2025; Shimony, 2025). While tactical 
air assets maintained direct attachment to ground units at battalion level, and 
Gaza Division commanders possessed full authority over fixed-wing preplanned 
targets, no doctrine existed for immediate air engagement of infiltrators operating 
within Israeli territory—a scenario unplanned for despite decades of border 
security operations (Heller, 2024).

This study examines implications of this operational failure for fundamental 
conceptual change in air power’s border defense role. Contrary to traditional 
approaches that view air forces as supporting elements (Finkel, 2024), this research 
advances the necessity of positioning air power as the central component in 
comprehensive border threat responses, maintaining a balance between offensive 
and defensive capabilities, immediate and strategic responses, and operational 
flexibility (Bar Yosef, 2024). This aligns with concepts of multi-domain operations 
(Perkins, 2017), addressing the gap between security operations and responses 
to mass infiltrations targeting civilian border populations.

Our research question examines how the IAF’s land border defense role 
should henceforth be adapted to effectively respond to large-scale infiltrations: 
How are coordinated mass infiltrations different from conventional attacks or 
routine threats in terms of air power needs? How can air-ground cooperation 
better protect civilians in border settlements during such attacks? What changes 
in engagement rules and operations are needed for faster air response inside 
Israeli territory?

Methodology
Using a qualitative, comparative case study approach, this study focuses on 
Israel’s experience (Yin, 2017). The methodology applies multiple analyses to 
understand air power’s evolving role in countering coordinated mass infiltrations.

International approaches to air border defense are compared to identify 
operational challenges, effective practices, and key contextual factors (George 
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& Bennett, 2005). This framework examines how different nations transition 
from routine security to coordinated threat response.

The Israeli case is built from open sources, journalism, military publications, 
and academic analysis to trace doctrinal changes before and after October 7to 
ensure reliability and transparency.

Theoretical analysis draws on classical and modern literature on military 
doctrine and asymmetric warfare, building an analytical framework to understand 
requirements for doctrinal transformation (Rosen, 1991; Farrell & Terriff, 2002).

Limitations include restricted access to detailed military data and recency 
of key events (Flyvbjerg, 2006).

Theoretical Background
Fundamental Concepts in Land Border Defense
Historical analyses of border defense strategies have examined approaches 
across geographical contexts (Jones, 2012; Donaldson & Williams, 2008). 
Land border defense encompasses diverse missions and challenges, varying 
by nature of the threat, geographical constraints, and available resources. 
Traditional “warning and security zones” concepts refer to areas designed for 
early detection of enemy activity and creation of sufficient depth for gradual 
defensive maneuvers and force concentration (Fravel, 2007).

Conventional border threat responses combine static and dynamic elements: 
fixed observation posts, fortified positions, physical and technological barriers, 
and mobile defense force deployment. Mobile defense offers operational flexibility 
but requires rapid response times. During massive invasions, temporary territorial 
loss may occur until counterattacks can be executed. Military literature has 
analyzed defense in depth (Mearsheimer, 1989; Biddle, 2004; Betts, 1982).

Modern military doctrine acknowledges a range of border threats spanning 
from individual terrorist or smuggler infiltrations to large-scale, coordinated 
military attacks. While each threat type requires different tactical responses, 
they share common operational characteristics, including critical need for early 
detection systems, rapid response, and effective threat neutralization (Andreas, 
2009; Vallet, 2014; Kilcullen, 2009).

Characteristics of Large-Scale Ground Incursions
In the evolution of asymmetric tactics, several distinguishing features of large-
scale ground incursions set them apart from traditional border threats. These 
operations involve coordinated, multi-point attacks, complicating the defense 
force’s ability to concentrate resources and adequately respond. Modern incursions 
employ diverse tactics, combining infantry units, vehicles, and simple aerial 
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assets such as motorized paragliders or drones (Kilcullen, 2009; Arquilla & 
Ronfeldt, 2001).

Studies of surprise attacks have identified their defensive vulnerabilities. Such 
incursions are defined by their speed and initial attack intensity. They require 
meticulous planning, extensive training, and precise timing from attackers, 
who exploit the element of surprise to overcome the defender’s quantitative or 
technological superiority (Betts, 1982; Handel, 1989).

Large-scale incursions present challenges requiring rapid decision-making 
under high-uncertainty conditions. During initial stages, determining the attack’s 
scope, primary objectives, and involved forces proves difficult, creating critical 
command dilemmas. Commanders must decide whether to respond with full 
force based on partial information, risking excessive force application, or await 
additional intelligence, potentially resulting in missed defensive opportunities 
(Klein, 1993; Klein, 1999; Kahneman & Tversky, 1979; McChrystal et al., 2015).

Air Force Operations Doctrine Against Border Incursions
Traditional Air Force defense operations have relied on clear distinctions 
between offensive and defensive missions (Hallion, 1992; Heller & Shelach, 
2023; Heller, 2024; Finkel, 2024). Offensive missions encompassed deep 
strikes against enemy targets, disrupting supply lines and communications, and 
attacking command centers; defensive missions focused on air defense, hostile 
aircraft interception, and direct combat support to ground forces (Meilinger, 
2003; Gray, 2012; Forsyth, 2024).

Scholars have analyzed adaptation of air power to irregular warfare, revealing 
the efficacy of traditional offensive-defensive approaches in military doctrine, 
including air superiority operations, deep strike missions, and coordinated 
air-ground maneuver warfare in interstate wars with clear front lines and well-
defined targets (Arve, 2023). Asymmetric threats, particularly rapid and multi-
front incursions, reveal significant limitations. In such scenarios, traditional 
offensive-defensive mission distinctions become less relevant (Corum & Johnson, 
2003; Drew, 1998).

Conceptual Gap Between Air Superiority and Air-Ground Border Control
“Air superiority” concepts were developed through experiences in World War 
II and subsequent conflicts (Hallion, 1992). This well-evolved doctrine enables 
controlling air and ground force freedom of action while neutralizing enemy 
air power (Watts, 2013; Heuser, 2010).

Air superiority concepts supported conventional interstate wars where 
each side possessed significant air forces and clear air targets, not ground 
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incursions by actors lacking substantial air power. Instead, “air-ground border 
area control” is required—the ability to use air power for ground activity control, 
threat identification, force movement tracking, and immediate lethal response 
provision (Shelah, 2024; Finkel, 2024). This conceptual shift aligns with broader 
discussions about air power in low-intensity conflicts (Hartman, 2012).

Transitioning from air superiority to air-ground control necessitates changes 
in thinking, training, and equipment. Emphasis shifts from enemy aircraft 
engagement and air base attacks to identifying and neutralizing ground forces, 
supporting defending units, and preventing rapid tactical gains by attackers. 
Other air forces have similarly transitioned to new operational environments 
(Kreps, 2016; Finkel, 2024; Topolnicki, 2024).

Routine security border defense addresses individual or small-group 
infiltrations: terrorist attacks, smuggling operations, or other illegal activities. 
These threats typically involve limited numbers of non-state actors using simple 
technologies and tactics. The Israeli experience demonstrates that routine 
security operations have historically employed air power successfully through 
UAV patrols, attack helicopter presence, and intelligence collection systems 
operating under established rules of engagement (Finkel, 2024).

The October 7 attack revealed a third category: coordinated mass infiltration 
combining military-scale organization and planning with irregular tactics designed 
to target civilians in border communities. This hybrid approach employs sufficient 
numbers and coordination to overwhelm security measures while avoiding 
military signatures that would trigger full defensive array activation. Distinct 
characteristics of this threat category require doctrinal approaches that bridge 
the gap between routine security operations and conventional military response.

Challenges of Civilian Population Protection in Border Defense
Civilian settlements located directly on borders complicate air power operations, 
as protection often conflicts with conventional military doctrines that separate 
combat zones from populated areas (Andreas, 2009; Kilcullen, 2009). Mass 
infiltrations force defenders to balance rapid threat response with minimizing 
civilian casualties. October 7 highlighted the need for air power procedures 
that distinguish defensive actions from those risking non-combatants. These 
circumstances challenge traditional air doctrine by requiring new approaches 
that reconcile speed and accuracy in protecting civilians.
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The Gap Between Existing Capabilities and Coordinated Mass 
Infiltration Response
While Israeli air power has long provided border security, including surveillance, 
intelligence collection, and fire support, the October 7 attack revealed gaps in 
addressing mass infiltrations that exceed routine security threat parameters. 
Existing capabilities, including multi-layered sensor architectures, real-time 
intelligence fusion, and immediate lethal response systems, proved adequate 
for routine security operations but insufficient for the scale and coordination 
of the October 7 assault.

Critical gaps emerged not in technological capability but in operational 
authority and engagement procedures where infiltrators had breached border 
defenses. Doctrine provided clear procedures for engaging threats approaching 
or at the border but lacked frameworks for immediate air power employment 
against infiltrators who were actively attacking civilian communities.

This gap reflected broader conceptual limitations in understanding how air 
power should respond when security measures are overwhelmed but conventional 
military threat indicators remain absent. The hybrid nature of mass infiltrations 
required new doctrinal concepts bridging operational spaces between routine 
security support and conventional military engagement.

International Comparative Analysis
Comparative analysis of international border defense reveals limited precedents for 
addressing mass infiltrations targeting civilian border communities, highlighting 
the distinctive nature of the Israeli challenge while providing insights into air 
power adaptation for complex border scenarios (Williams, 2007; Neocleous, 
2013).

NATO’s Baltic Air Policing mission demonstrates both advantages and 
limitations of multinational air power cooperation in border defense contexts. 
Since 2004, the alliance has maintained a permanent fighter aircraft presence 
for rapid response to airspace violations. However, the mission operates 
under peacetime legal constraints, limiting aircraft to visual identification and 
interception, lacking guidance for scenarios involving coordinated ground 
infiltrations (Shlapak & Johnson, 2016).

The Baltic experience highlights that response protocols optimized for state-
level airspace violations prove inadequate for addressing sudden, coordinated 
ground threats. Emphasis on multinational coordination, while politically 
essential, delays immediate decision-making in mass infiltration scenarios.

American border security operations with Mexico provide insights into 
sustained air power employment for border surveillance and interdiction, 
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though within legal frameworks that constrain military force employment for 
domestic law enforcement. US Customs and Border Protection operate extensive 
unmanned aircraft systems, successfully detecting illegal border crossings and 
supporting interdiction operations across vast geographical areas (Andreas, 
2009; Blazakis, 2006).

The American experience addresses primarily individual or small-group 
infiltrations and operates under legal constraints that separate military from law 
enforcement capabilities. Desert terrain along the US-Mexico border provides 
greater geographical depth for detection and response compared to Israeli 
border communities, limiting applicability of American operational concepts.

Recent European border management developments have accelerated the 
integration of unmanned systems and artificial intelligence in border surveillance 
while highlighting persistent challenges in rapid response coordination (Wagner, 
2022). European experiences reveal critical needs for comprehensive intelligence 
integration between air assets, ground sensors, and human intelligence networks 
to reduce response times.

The Australian border protection model demonstrates long-range maritime 
surveillance and rapid response capabilities through coordinated multi-agency 
operations. Australia’s Coastwatch program conducts over 15,000 flight hours 
annually across 8.2 million square kilometers in civil maritime surveillance 
operations (Coyne, 2019). Maritime environments, however, differ operationally 
from land border defense.

Indian border management along Pakistan and China illustrates the challenges 
of mountainous terrain and the need for specialized air-ground coordination 
protocols. Recent aerial engagements have highlighted the effectiveness of 
rapid air response capabilities but revealed coordination gaps between service 
branches during multi-vector attacks.

Clearly, while air power provides essential capabilities for border defense, 
existing operational concepts focus primarily on state-level threats or individual 
infiltrations rather than mass infiltrations targeting civilians. A paradigm shift 
involves developing new operational concepts that can rapidly transition from 
routine security support to mass infiltration response while maintaining civilian 
protection.

Israeli Air Force Doctrine Before October 7
Israeli military doctrine pre-October 7 reflected decades of operational experience 
addressing threat categories through specialized air power employment. The 
central framework distinguished between conventional military threats requiring 
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full defensive array activation and routine security operations addressing 
individual or small-group infiltrations (Rodman, 2001; Kober, 2015).

For conventional threats, the IAF maintained comprehensive “blocking” plans 
designed to stop advancing forces through coordinated air-ground operations. 
These plans employed attack helicopters for tank engagement, heavy bombs 
for road interdiction, and fighter aircraft for air superiority and close air support 
missions.

Routine security operations in Gaza were optimized for persistent surveillance 
and rapid response to individual or small-group infiltrations. The IAF provided 
continuous UAV patrols for intelligence collection and surveillance, attack 
helicopters for immediate response, and minimal fighter aircraft. These ground 
activity monitoring and selective engagement operations occurred without air 
superiority concerns (Finkel, 2024; Heller, 2024).

The doctrine included well-established air-ground coordination mechanisms, 
with UAV and attack helicopter assets attached directly to ground units at battalion 
level, providing tactical commanders with immediate air support capabilities. 
Gaza Division commanders possessed full authority over fixed-wing aircraft 
employment for preplanned targets, enabling rapid response to emerging threats 
within established parameters. These arrangements effectively handled routine 
security operations (Heller, 2024).

However, the doctrine contained a critical gap regarding coordinated mass 
infiltrations that exceeded security parameters while falling short of conventional 
military attack indicators. No systematic planning addressed scenarios where 
infiltrators breached border defenses and operated within Israeli territory against 
civilian targets, creating operational uncertainty.

The technological foundation of Israeli border defense emphasized advanced 
surveillance systems, electronic monitoring capabilities, and automated threat 
detection algorithms designed to identify and track individual or small-group 
infiltrations. This technological approach, while highly effective for routine 
security operations, created potential vulnerabilities to coordinated attacks 
designed to overwhelm sophisticated detection systems through numerical 
superiority and tactical surprise (Regev, 2025; Horev, 2024).

October 7 Event Analysis
The October 7 attack exposed gaps in existing air power doctrine through 
operational failures that revealed limitations in addressing mass infiltrations 
targeting border communities. Hamas achieved tactical surprise through 
coordinated breaches at multiple points along the Gaza border, rapidly 
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overwhelming defensive measures and penetrating Israeli territory before an 
effective air power response could be organized (Bar Yosef, 2024; Horev, 2024).

Command Structure Failures and Procedural Bottlenecks
The IAF’s initial response delay on October 7 stemmed from procedural hurdles 
and approval processes attributable to pre-existing “supporting” doctrine. 
Traditional command procedures required ground force coordination and 
central approval before engaging targets in border areas, creating multi-layered, 
time-consuming approval processes. Doctrine mandated that air assets await 
specific targeting intelligence from ground units before engaging in combat. 
However, these ground units were themselves under attack and unable to provide 
coherent intelligence or targeting data (Shmueli, 2025; Shimoni, 2025; Heller, 
2024; Finkel, 2024).

When command headquarters lost connectivity with forward positions, 
communication breakdowns created information gaps that prevented accurate 
threat assessment transmission to air units. Centralized command structure 
required engagement decisions to flow through higher headquarters facilities that 
were simultaneously managing multiple crises and lacked real-time situational 
awareness of individual breach points (Shmueli 2025).

This rigid command hierarchy proved inadequate for the rapid, distributed 
nature of the coordinated border assault, highlighting the need for a more 
flexible, decentralized air power employment doctrine.

Targeting Authority and Engagement Procedure Limitations
The October 7 attack revealed gaps in engagement authorities and procedures 
for air power employment against infiltrators operating within Israeli territory. 
While existing doctrine provided clear frameworks for engaging threats at 
or approaching the border, no systematic planning addressed immediate air 
engagement of infiltrators who had breached defensive lines.

Absence of predetermined engagement zones or pre-approved strike areas 
created decision-making delays during critical initial hours when rapid air 
response could have significantly reduced infiltrator effectiveness. Traditional 
rules of engagement emphasized positive target identification and civilian casualty 
avoidance through detailed coordination procedures, but these requirements 
proved difficult to fulfill under chaotic conditions where ground forces were 
simultaneously under attack and unable to provide coherent targeting intelligence 
(Shmuely, 2025; Shimony, 2025).

Authorization procedures for employing lethal air power within Israeli 
territory against infiltrators who had breached border defenses was a scenario 
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for which systematic planning had not been developed. This gap reflected 
broader conceptual limitations in understanding how air power employment 
should transition from border security support to civilian population protection 
(Heller, 2024).

Intelligence and Situational Awareness Limitations
Intelligence assessment frameworks optimized for routine security operations 
proved inadequate for understanding and responding to coordinated mass 
infiltration. Existing systems excelled at detecting and tracking individual 
or small-group infiltrations but lacked analytical frameworks for assessing 
coordinated, multi-point attacks (Regev, 2025; Shimon, 2025).

Reliance on technological solutions for threat detection and assessment 
created vulnerabilities when attackers employed tactics specifically designed 
to overwhelm sophisticated systems through coordinated action. Intelligence 
assessments focused on conventional military capabilities while potentially 
underestimating organizational capacity for coordinated ground infiltration 
using simple technologies (Allen & Chan, 2017). Air doctrine was optimized 
for responding to traditional attacks and conducting precision strikes, thereby 
lacking procedures for addressing swarm-style ground infiltrations requiring 
immediate area engagement rather than precision targeting (Dostri, 2023).

Constructing coherent operational pictures during mass infiltrations proved 
inherently difficult due to the dynamic, distributed nature of simultaneous 
attacks across multiple locations. Challenges extended beyond intelligence 
collection to real-time intelligence processing and decision-making under hybrid 
threat conditions where traditional analytical frameworks provided insufficient 
guidance (Shelach, 2024; Heller, 2024, Finkel, 2024)

Air-Ground Coordination Under Crisis Conditions
The October 7 experience revealed air-ground coordination limitations when 
security operations rapidly escalated to mass infiltration. While existing procedures 
proved effective for routine operations, they were not designed for simultaneous 
air support of ground forces and civilian population protection (Shimon, 2025; 
Shimony, 2025)

Communication breakdowns in command headquarters during the attacks 
created information gaps that prevented accurate threat assessment transmission 
to air units. Distributed simultaneous infiltrations at multiple points complicated 
coordination efforts and overwhelmed command structures designed for sequential 
crisis management.
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Beyond technical communication capabilities, questions arise about command 
authority and decision-making procedures when routine security operations 
escalated to scenarios requiring immediate civilian population protection. 
Existing mechanisms assumed sufficient planning and coordination time, but 
mass infiltrations created time-critical situations requiring immediate response 
based on incomplete information (Shelach, 2024; Heller 2025).

Discussion
Doctrinal Gaps and Required Conceptual Changes
The October 7 analysis reveals specific doctrinal gaps requiring systematic 
address rather than general air power enhancement. The primary gap centers 
on developing operational concepts for scenarios where coordinated mass 
infiltrations exceed routine security parameters.

Lessons from the October 7 events suggest a fundamental paradigm shift is 
necessary in IAF border defense roles. The traditional concept of viewing the 
IAF as supporting or complementary ground force elements proved inadequate 
against sudden, multi-front events. Instead, a transition is required toward 
viewing the IAF as a leading element providing comprehensive border threat 
responses, fundamentally altering operational relationships between air and 
ground forces.

Traditional air power doctrine distinguishes between supporting ground forces 
in conventional military operations and providing assistance for routine security 
operations. Lacking are frameworks for scenarios where air power must rapidly 
transition from security support to civilian population protection under active 
attack. This gap reflects broader conceptual limitations in understanding air 
power’s role when defensive measures are overwhelmed but absent conventional 
military threat.

Such conceptual change involves developing air power employment doctrine 
specifically for mass infiltration that recognizes the operational requirements of 
rapid transition from routine security support to immediate civilian protection 
response. This doctrine must address engagement authorities, coordination 
procedures, and command relationships when traditional boundaries between 
border security and territorial defense become operationally irrelevant.

Real-Time Situational Awareness: Operational Mechanisms
Transformation to air-centric border defense requires sophisticated real-time 
situational awareness capabilities that integrate multiple sensor inputs into 
actionable intelligence. The IAF must develop a multi-layered sensor architecture 
combining electro-optical/infrared systems mounted on persistent UAVs, ground-
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based radar networks optimized for low-altitude detection, signals intelligence 
collection platforms, and human intelligence reporting systems.

Technical integration of these disparate data streams requires AI and machine 
learning algorithms designed for multi-source data fusion in order to create an 
instantaneous and coherent threat assessments. These sources include inputs 
from: radar tracks, visual confirmations, communication intercepts, and human 
reports.

Dissemination mechanisms must ensure that processed intelligence reaches 
air and ground units within seconds, not minutes, requiring secure, low-latency 
communication networks with redundant pathways and mobile command nodes 
that can maintain connectivity during electronic warfare attacks.

Rapid Lethal Response: Command and Control Mechanisms
Transition to rapid, semi-autonomous lethal response capabilities requires 
fundamental restructuring of command-and-control relationships between air 
and ground forces. Delegating operational control for light attack aircraft to 
territorial division commanders represents a departure from centralized air 
power employment doctrine.

Enhanced Engagement Authorities for Territory Defense
Addressing the engagement authority gap requires developing predetermined 
frameworks for air power employment within Israeli territory against infiltrators 
who have breached border defenses. These frameworks must balance rapid 
response against civilian protection while providing clear legal and operational 
guidance for air crews.

The solution involves establishing pre-approved engagement zones and 
streamlined authorization procedures for air power employment against confirmed 
infiltrators. These zones must account for civilian population locations while 
providing sufficient operational flexibility to address dynamic threat situations.

Implementation requires new rules of engagement that specifically address 
mass infiltration scenarios, including clear identification requirements for fast-
moving, unconventional threats and explicit authorization procedures for engaging 
targets within populated areas. These rules must provide operational guidance 
that enables immediate action while adhering to international humanitarian law 
principles and maintaining civilian protection standards.

Air-Ground Coordination Enhancement for Civilian Protection
Enhancing air-ground coordination for civilian protection requires operational 
procedures that account for the challenges of protecting dispersed civilian 
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populations under active attack. Traditional coordination mechanisms assume 
military-to-military communication between organized units, but civilian 
protection scenarios may require coordination with local security forces, 
emergency services, and civilian authorities.

The enhanced coordination framework must provide mechanisms for rapid 
information sharing between air assets, ground forces, and civilian protection 
agencies while maintaining operational security and avoiding information overload. 
This requires communication protocols that prioritize critical information flow 
and decision-making support rather than potentially unattainable comprehensive 
situational awareness.

Implementation involves creating joint training programs that address 
coordination between air power, ground forces, and civilian protection agencies 
under mass infiltrations. These programs must replicate the stress and uncertainty 
of October 7-type situations to build practical coordination capabilities.

Technological Integration for Enhanced Response Capabilities
While existing technological capabilities provide substantial border security 
support, coordinated mass infiltrations require enhanced integration of detection, 
assessment, and response systems to enable rapid transition from routine 
monitoring to active defensive operations. Technological enhancement focuses 
on decision-making support rather than expanded surveillance capabilities.

Enhanced sensor integration must provide real-time assessment capabilities that 
can reliably distinguish between routine security incidents and mass infiltration 
indicators. This requires developing analytical algorithms specifically designed 
for coordinated threat detection.

The technological framework must support rapid decision-making under 
conditions of incomplete information by providing assessment tools that can 
operate effectively with limited initial data, updated as situations develop. This 
approach recognizes that perfect situational awareness may be unattainable 
during coordinated attacks and focuses on providing sufficient information 
for effective decision-making rather than comprehensive threat assessment.

Implications for Force Development and Air Doctrine
Training Requirements
Addressing doctrinal gaps revealed by October 7 requires creating specialized 
training programs that focus on coordinated mass infiltration response rather than 
general air power enhancement. These programs must address the challenges 
of rapid transition from routine security to civilian population protection.
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Pilot and air crew training must emphasize rapid decision-making under 
conditions of incomplete information and civilian protection, focusing on 
scenarios where traditional rules of engagement may provide insufficient guidance. 
Advanced simulator-based training should replicate the cognitive load and time 
pressure of mass infiltrations, incorporating realistic threat presentations and 
communication degradation.

Ground controller and coordination personnel training must address 
challenges of managing air support for civilian protection where traditional 
military coordination procedures may prove inadequate. This training should 
emphasize information prioritization, rapid decision-making support, and crisis 
coordination with civilian protection agencies.

Equipment and Capability Requirements
Equipment requirements focus on enhancing response capabilities for mass 
infiltration scenarios. Priority areas include communication systems that can 
maintain connectivity during coordinated attacks, decision-making support 
tools that can operate effectively with incomplete information, and engagement 
systems that can provide precise response capabilities in populated areas.

Enhanced communication capabilities must provide redundant pathways for 
coordination among air assets, ground forces, and civilian protection agencies 
while maintaining operational security. These systems should prioritize flow 
of critical information over comprehensive data sharing for focused decision-
making.

Decision-making support systems must provide rapid assessment capabilities 
that can distinguish between routine security incidents and indicators of mass 
infiltration while supporting rapid response escalation decisions based on 
incomplete initial information. These systems should focus on providing actionable 
intelligence rather than comprehensive situational awareness

Doctrine Development for Hybrid Threat Response
Doctrine for coordinated mass infiltration response requires creating new 
operational concepts that bridge the gap between routine security operations 
and conventional military response while addressing requirements of civilian 
protection in border communities. This doctrine must provide clear guidance 
for rapid transition between operational modes without unnecessary escalation 
or inappropriate force employment.

The doctrine must address command relationships and authority distribution 
where traditional service boundaries become operationally irrelevant, providing 
clear guidance for decision-making and resource allocation during coordinated 
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attacks. This includes frameworks for prioritizing civilian protection, establishing 
engagement authorities, and establishing time-critical coordination procedures.

Implementation requires extensive joint training and exercise programs that 
test doctrinal concepts under realistic conditions while building coordination 
capabilities between air power, ground forces, and civilian protection agencies. 
These programs must address challenges of mass infiltrations rather than general 
joint operations training.

Command and Control System Integration
Creating effective air-ground force integration in command-and-control systems 
is the most significant challenge in the doctrinal transformation. The rapid, 
multi-directional attack of October 7 exposed fundamental incompatibilities 
between traditional air and ground force command cultures, decision-making 
processes, and operational timelines.

Proposed integrated command centers at the divisional level must create 
shared authority structures. Each integrated center should be co-commanded 
by senior IAF and Army officers with equal authority over border defense 
operations within their respective geographic sectors.

Authority distribution should designate air commanders with autonomous 
control over intelligence collection, airspace management, and immediate threat 
engagement. In contrast, ground commanders retain authority over territorial 
defense, population protection, and sustained operations. This structure requires 
new legal frameworks that clarify command relationships and responsibility 
allocation.

Findings and Analysis
Implementation Methodology
The analysis answers the research questions defined at the beginning of this 
study. First, regarding the characteristics of large-scale ground incursions, four 
key characteristics are recognized: multi-front nature, initial speed and intensity, 
tactical diversity, and exploitation of surprise. 

Secondly, key components for creation of air-ground force integration 
include transitioning to integrated command and control models, developing 
joint situational awareness platforms, and creating continuous joint training 
programs. 

Finally, regarding required force building and doctrine changes four primary 
areas of change are identified: human resources, equipment and technology, 
training programs, and doctrine and procedures. 
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Legal and Ethical Considerations
The conceptual shift raises important questions in key areas. Increasing IAF 
autonomy in border threat response necessitates the development of new 
control and oversight mechanisms suitable for rapid and dynamic operational 
environments. These changes must strictly adhere to international humanitarian 
law while maintaining operational effectiveness.

Operating in civilian protection areas requires developing special procedures 
to minimize collateral damage, including advanced identification technologies, 
specialized training for pilots and system operators, and continuous quality 
control. These requirements must be balanced against operational necessity 
for rapid response.

Limitations
This study faces several limitations. Open-source reliance restricts access to 
detailed operational data, classified intelligence, and specific technological 
capabilities relevant to October 7. Recency of events limits historical context 
and may bias interpretation. Focusing on Israel may reduce the relevance of 
findings for other regions. 

Recommendations for Future Research
Future research should investigate psychological and social factors impacting 
military institutional change for mass infiltration response doctrine, organizational 
resistance, and effective change management. Comparative studies should analyze 
how different nations address mass infiltration and similar threats, highlighting 
effective air power and air-ground coordination for civilian protection. Technical 
research must prioritize communication systems tailored to rapid response 
decision-making under uncertainty, upholding civilian safety. Operational 
research should use real-world simulations and exercises to assess challenges 
of implementing new doctrine.

Conclusions
The October 7 attack revealed doctrinal gaps in IAF border defense capabilities 
that require systematic address through targeted conceptual changes. The analysis 
demonstrates that while existing air power capabilities provide substantial 
border security support, coordinated mass infiltrations targeting civilian 
border communities create operational requirements inadequately addressed 
by current doctrine.

This conceptual shift involves developing air power employment doctrine 
specifically for scenarios where coordinated attacks targeting civilians exceed 



Aerospace & Defense | No. 2 | September 2025

22

routine security parameters. Enhanced engagement authorities, improved air-
ground coordination procedures, and specialized training programs must address 
the challenges of mass infiltration response.

Implementation requires careful balance between operational effectiveness 
and civilian protection, recognition of the distinct challenges created by civilian 
settlements located on international borders, and development of coordination 
mechanisms that function under crisis conditions. Success depends on addressing 
specific operational gaps revealed by October 7 rather than general air power 
modernization.

Transforming IAF roles in border defense from supporting to leading represents 
a fundamental evolution in military thinking, reflecting contemporary realities, 
where security threats are increasingly diverse, rapid, and unpredictable. Successful 
change implementation not only determines the effectiveness of Israeli border 
security but also serves as a model for other nations facing similar asymmetric 
challenges.

References
Allen, G., & Chan, T. (2017). Artificial intelligence and national security. Belfer Center for 

Science and International Affairs. https://www.belfercenter.org/publication/artificial-
intelligence-and-national-security

Andreas, P.  (2009). Border Games: Policing the U.S.-Mexico Divide. (2nd ed). Cornell 
University Press, 2009. 

Arad, S. (2025). Israel’s security concept: Functional incoherence and the October 7 disaster. 
Strategic Assessment, 28(1), 103–116. Institute for National Security Studies. https://
www.inss.org.il/wp-content/uploads/2025/06/Shimon-Arad.pdf

Arquilla, J., & Ronfeldt, D. (2001). Networks and netwars: The future of terror, crime, 
and militancy. RAND Corporation. https://www.rand.org/pubs/monograph_reports/
MR1382.html

Arve, S. (2023). Air power considerations for a small state. Journal of Air Power and Space 
Studies, 18(2), 136–167. https://capsindia.org/wp-content/uploads/2023/07/6-Sten-Arve.pdf

Bar-Yosef, A. (2024). The lost Iron Wall: Rethinking Israel’s outdated national security 
concept. Strategic Assessment, 21(1), 65–70. Institute for National Security Studies. 
(Hebrew) https://www.inss.org.il/strategic_assessment/iron-wall/ 

Ben-Israel, Y. (2011). Israel’s security concept. Miskal – Yedioth Ahronoth. (Hebrew).
Betts, R. K. (1982). Surprise attack: Lessons for defense planning. Brookings Institution Press. 
Biddle, S. (2004). Military power: Explaining victory and defeat in modern battle. Princeton 

University Press. https://doi.org/10.1515/9781400837823
Blazakis, J. (2006). Border security and unmanned aerial vehicles. Connections: The 

Quarterly Journal, 5(2), 107-124. https://doi.org/10.11610/CONNECTIONS.05.2.07
Corum, J. S., & Johnson, W. R. (2003). Airpower in small wars: Fighting insurgents and 

terrorists. University Press of Kansas. 
Coyne, J. (2019). Australia’s future maritime surveillance capability: It’s not just about 

technology. The Strategist. https://rb.gy/3ugg4q 



Alex Dan | A Conceptual Shift in the Air Force

23

Dan, A. (2024). The need for attack helicopters: Characteristics and challenges in the modern 
era. Aerospace and Defense, 1. Elrom Center for Air and Space Strategy Studies, Tel 
Aviv University. (Hebrew). https://tinyurl.com/3evbcvjx

Donaldson, J., & Williams, A. (2008). Understanding maritime jurisdictional disputes: The 
East China Sea and beyond. Journal of International Affairs, 61(2), 135–156. 

Dostri, O. (2023). Hamas’s October 2023 attack on Israel: The end of the Deterrence Strategy 
in Gaza. Military Review, 104(1), 1-13. https://www.armyupress.army.mil/journals/
military-review/online-exclusive/2023-ole/dostri/ 

Drew, D. M. (1998). Insurgency and counterinsurgency: American military dilemmas and 
doctrinal proposals. Air University Press. https://apps.dtic.mil/sti/tr/pdf/ADA193323.pdf

Finkel, M. (2024a). Not a war of its own: Offensive air support, the maneuvering forces 
in the Iron Sword War in Gaza—Factors of success and looking ahead. Aerospace and 
Defense, 1, 25–44.

Finkel, M. (2024b). In light of the Iron Swords War—The military layer of Israel’s national 
security concept. Between the Poles, 41, 117–128. Dado Center for Interdisciplinary 
Military Studies. (Hebrew). 

Farrell, T., & Terriff, T. (Eds.). (2002). The sources of military change: Culture, politics, 
technology. Lynne Rienner Publishers. 

Flyvbjerg, B. (2006). Five misunderstandings about case-study research. Qualitative Inquiry, 
12(2), 219-245. https://doi.org/10.1177/1077800405284363

Forsyth, M. J. (2024). Command of the air? Military Review, 104(3), 1–9. https://www.
armyupress.army.mil/journals/military-review/online-exclusive/2024-ole/command-
of-the-air/

Fravel, M. T. (2007). Securing borders: China’s doctrine and force structure for frontier defense. 
Journal of Strategic Studies, 30(3), 469–504. https://doi.org/10.1080/01402390701431832

George, A. L., & Bennett, A. (2005). Case studies and theory development in the social 
sciences. MIT Press. 

Gray, C. S. (2012). Airpower for strategic effect. Air University Press. https://apps.dtic.mil/
sti/trecms/pdf/AD1122882.pdf

Hallion, R. P. (1992). Strike from the sky: The history of battlefield air attack, 1911-1945. 
Smithsonian Institution Press. 

Handel, M. I. (1989). War, strategy and intelligence. Frank Cass. 
Hartman, M. S. A. (2012). Airpower support to unconventional warfare. Pickle Partners 

Publishing. https://www.amazon.com/Airpower-Support-Unconventional-Warfare-
Hartman/dp/1249277973

Heller, A. (2024). The role of airpower in combat: Initial insights from the fighting in Gaza 
during Operation Iron Swords. Aerospace and Defense, 1, 9–22. Elrom Center for Air 
and Space Strategy Studies. (Hebrew). 

Heller, A., & Shelach, O. (2023). Integration or independence: On the use of the air domain 
in ground warfare. Research Report 0023, Elrom Center for Air and Space Strategy 
Studies, Tel Aviv University. (Hebrew). 

Heuser, B. (2010). The evolution of strategy: Thinking war from antiquity to the present. 
Cambridge University Press. https://doi.org/10.1017/CBO9780511762895

Horev, M. (2024). The failure of deterrence against asymmetric adversaries—Was there ever 
a concept? Between the Poles, 41, 29–42. Dado Center for Interdisciplinary Military 
Studies. (Hebrew). 



Aerospace & Defense | No. 2 | September 2025

24

Hughes, W. P. (2000). Fleet tactics and coastal combat (2nd ed.). Naval Institute Press. 
Jones, R. (2012). Border walls: Security and the war on terror in the United States, India, 

and Israel. Zed Books. 
Kahneman, D., & Tversky, A. (1979). Prospect theory: An analysis of decision under risk. 

Econometrica, 47(2), 263-291. https://doi.org/10.2307/1914185
Kilcullen, D. (2009). The accidental guerrilla: Fighting small wars in the midst of a big 

one. Oxford University Press. 
King, G., Keohane, R. O., & Verba, S. (1994). Designing social inquiry: Scientific inference in 

qualitative research. Princeton University Press. https://doi.org/10.1515/9781400821211
Klein, G. (1993). A recognition-primed decision (RPD) model of rapid decision making. 

In G. Klein, J. Orasanu, R. Calderwood, & C. E. Zsambok (Eds.), Decision making in 
action: Models and methods (pp. 138–147). Ablex Publishing. 

Klein, G. (1999). Sources of power: How people make decisions. MIT Press. 
Kober, A. (2015). From heroic to postheroic warfare: Israel’s way of war in asymmetrical 

conflicts. Armed Forces & Society, 41(1), 96-122. 
Kreps, S. E. (2016). Drones: What everyone needs to know. Oxford University Press. 
Lambeth, B (2000). The Transformation of American Air Power. Cornell University Press.
Lupovici, A. (2024). Israeli deterrence and the October 7 attack. Strategic Assessment, 

27(1), 60-80. Institute for National Security Studies https://www.inss.org.il/wp-content/
uploads/2024/07/Amir-Lupovici.pdf

McChrystal, S., Collins, T., Silverman, D., & Fussell, C. (2015). Team of teams: New rules 
of engagement for a complex world. Portfolio. 

Mearsheimer, J. J. (1989). Assessing the conventional balance: The 3:1 rule and its critics. 
International Security, 13(4), 54–89. https://doi.org/10.2307/2538780

Meilinger, P. S. (2003). Airpower: Myths and facts. Air University Press. 
Neocleous, M. (2013). Air power as police power. Environment and Planning D: Society 

and Space, 31(4), 578–593. https://doi.org/10.1068/D19212
Olsen, J. A. (Ed.). (2010). A history of air warfare. Potomac Books.  
Perkins, D. G. (2017). Multi-domain battle: Driving change to win in the future. Military 

Review, 97(4), 6–12. 
Regev, N. (2025, February 27). Netanyahu wanted quiet. Intelligence “thought it knew 

everything.” The Chief of Staff didn’t know about “Jericho Wall.” Ynet. (Hebrew). 
https://www.ynet.co.il/news/article/sy11tqzrcye 

Rodman, D. (2001). Israel’s national security doctrine: An introductory overview. Middle 
East Review of International Affairs, 5(3), 71–86.   

Rosen, S. P. (1991). Winning the next war: Innovation and the modern military. Cornell 
University Press. 

Selijan, P. (2024). The 7 October Hamas attack: A preliminary assessment of the Israeli 
intelligence, military and policy failures. AARMS—Academic and Applied Research 
in Military and Public Management Science, 23(1), 81-98. https://doi.org/10.32565/
aarms.2024.1.5

Shelach, O. (2024). Force buildup after Iron Swords—Avoiding the mistakes of the past. 
Between the Poles, 41, 131–141. Dado Center for Interdisciplinary Military Studies. 
(Hebrew). 



Alex Dan | A Conceptual Shift in the Air Force

25

Shimon, M. (2025, December 24). Exposed: Key findings from the Air Force failure 
investigation on October 7. Israel Hayom. (Hebrew). https://www.israelhayom.co.il/
news/defense/article/17026576

Shimoni, B. (2025, February 27). IDF investigation: The Air Force was preparing for war 
in the north during Hamas’s attack. Haaretz. (Hebrew). https://www.haaretz.co.il/news/
politics/2025-02-27/ty-article/.premium/0000018e-3b7e-dc3b-a7cf-bf7f9f4e0000

Shlapak, D. A., & Johnson, M. (2016). Reinforcing deterrence on NATO’s eastern flank: 
Wargaming the defense of the Baltic. RAND Corporation. https://doi.org/10.7249/RR1253

Shmuely, H. (2025, February 27). October 7 investigations: So where was the Air Force 
on that Black Saturday morning? Calcalist. (Hebrew). https://www.calcalist.co.il/
local_news/article/hy11tqzrcye

Vallet, E. (Ed.). (2014). Borders, fences and walls: State of insecurity? Ashgate Publishing. 
Van Evera, S. (1997). Guide to methods for students of political science. Cornell University 

Press. 
Vick, A. J., Orletsky, D. T., Pirnie, B., & Jones, S. G. (2001). The Stryker brigade combat 

team: Rethinking strategic responsiveness and assessing deployment options. RAND 
Corporation. https://www.rand.org/content/dam/rand/pubs/monograph_reports/2002/
MR1606.sum.pdf

Wagner, J. (2022). The European Union's model of integrated border management: Preventing 
transnational threats, cross-border crime and irregular migration in the context of the 
EU's security policies and strategies. In R. Bossong & H. Carrapico (Eds.), Patterns in 
border security (pp. 76–100). Routledge.

Watts, B. D. (2013). The evolution of precision strike. Center for Strategic and Budgetary 
Assessments. https://csbaonline.org/uploads/documents/Evolution-of-Precision-Strike-
final-v15.pdf

Williams, A. J. (2007). Hakumat al Tayarrat: The role of air power in the enforcement of 
Iraq’s borders. Geopolitics, 12(3), 505–528. https://doi.org/10.1080/14650040701305690

Yin, R. K. (2017). Case study research and applications: Design and methods (6th ed.). 
SAGE Publications.


	Xec7044b58f3061e88bbbb096f06d39310c84058
	abstract
	introduction
	research-question
	methodology
	X3824a93f53a7062056f74921af1d067ee0ee0a9
	X9358e4227a2352fc19aa72df614077e669f106d
	Xad07d741d5cc4551f670806f517c870844021a1
	Xc8ed63bcbd27eec7801eb9609820f43cf1295f4
	X79c8c31d510b63ec4071b7eff878bff0e69734c
	X727eef4e887ae896e69f8754b928049e4a5496a
	theoretical-background
	international-comparative-analysis
	X65dbf5c563363ded8b4175d057fc22d6ea4af81
	X73e64ddbb6aacdf5eab3a23ba65d3a22b1a3dd1
	X0125335240d8f362ef63c5ff0d02d4173ad370b
	X3e01a62e40cb14d2aa69fee731b0af72124657a
	X41ca791164b5deedabeff3bde87d44f3eae3e3e
	october-7-event-analysis
	discussion
	Xab29b432e33965d78f2eeb5ffed6c7bd53221bd
	X34b835622e48feda24a64effa426d35ffea8588
	Xb0d18558be60b38187ed5bc7c63d8e5ca83376f
	X92ff5c1d295f978815e0665a43164201476902e
	X8303a2636663024999454b7cf010b6e62f85496
	X97b71d997d9cdec5a4af930ef53bb559a8dc931
	Xf0025dfdaa48c7a21fc1b5682f8b3eefcb3c9d1
	training-requirements
	equipment-and-capability-requirements
	X897bb3f4f9c68d61ea98d446de7c7e15ed09592
	command-and-control-system-integration
	implementation-methodology
	legal-and-ethical-considerations
	findings-and-analysis
	limitations
	recommendations-for-future-research
	conclusions
	_Int_4gnI5CJN
	_Int_asXgUfMa
	_Int_ToXvjFj8
	_Int_7NWzAju3
	_Int_TA7jyYBm
	_Hlk203328529
	_Int_O4mxXPHF
	_Int_eL9okr24
	_Int_MqCZtb5F
	_Hlk208138587
	_Int_BIk1iLgF
	_Hlk208138645
	_Int_34XegzXY
	_Int_3NUPkRt7
	_Int_NA9SIuOo
	_Hlk203335127
	Editorial Note
	A Conceptual Shift in the Air Force: Lessons from October 7, 2023
	Alex Dan

	The Vanishing Enemy: Force Buildup in Israel Post Hezbollah, Hamas, the Assad Regime, and the Campaign Aagainst Iran
	Assaf Heller and Omer Dank

	Like a Raging Storm: The Egyptian Air Force as a Key Instrument in Advancing Egypt’s Revised National Interests Following the Revolutionary Years
	Yuval Peleg and Yirmi Shifferman

	Ad Hoc or Enduring? A Dynamic Taxonomy of Strategic Partnerships in the Middle East and North Africa
	Sarah Fainberg and Eviatar Matania




